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AnswersThatWork’s recommended configuration

for Norton AntiVirus 2005

What you will achieve

The screenshots which follow will guide you through our recommended configuration
settings for your Norton AntiVirus 2005 antivirus program. If you follow this well tested
configuration, your PC will be configured in a way such that :

® Norton AntiVirus will take care of all virus alerts automatically, unobtrusively,
allowing you to concentrate on your work while protecting you in the
background.

® Using the safe but conservative configuration settings below, Norton AntiVirus
will protect you comprehensively without being so strict that you end up with
false positives (files incorrectly identified as viruses by “Heuristics Analysis” -
Bloodhound), or with problems sending emails, or with a significantly slowed
down PC.

® Norton AntiVirus will protect you effectively from viruses coming through instant
messaging services such as MSN Messenger, Yahoo Messenger, and
AOL Messenger, automatically without prompting you with potentially
confusing screens.

What you will achieve

Open Norton AntiVirus 2005, click on the OPTIONS button, and then configure each
screen as per the following screenshots :
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@ Morton AntiViru
System
Auto-Protect More Info
_ SefiptBlocking How to stay protected

P Manual Sean v Enable Auto-Protect {recommended)

Internet Iv Start Auto-Protect when Windowes starts up (recommended}

¥ Email
"""""""""""""""""""""""""" How to respond when avirus is found

Livelpdate " mutomnatically repair the infected file (recommended)
& Tryto repairthen quaranting if unsuccessful
Other " Deny access to the infected file
' Threat Categnrles ..................................................
M|Sce|la neo us """"""""""" Which file types to scan for viruses

" Comprehensive file scanning (recommended)
* Sean files using SmarScan Customize...

V' Scan within compressed fileg

Detault Al Ok || Cancel || Page Defauts

@ Norton AntiVirus Options rg|
System Bloodhound ™ More it
w Auto-Protect

How to protect against new and unknown viruses
Advanced
"""" Exclusmns I Enable Bioodhound heuristics (recommendeds
Scnp‘tEllgckmg """"""""" " Highest lavel of protection
DManuaIScan """"""""""" % Default level of pratection (recommended)
" Lowest level of pratection
Internet
¥ Ermnail
Instantr-nessenger ..........
L|veUpdate ........................
Other
»
 Miscellaneous

Detautt Al O || Cancel || Page Defaults
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@ Morton AntiViru
System -
Advanced Options et e,
w Auto-Protect
Bloodhound L ) - -
What activities to monitor when using floppy disks
Excluzions v Scanall remo.vab-le media forb.oot Wiruges everyt}me itis mountec
Script Blocking [T Scanfloppy disk in A for bootwiruses when shutting down

b Manual Scan

What to do when scanning compressed files

Internet v Display alertwhen application is hlocked
P EMail e
How to increase Windows start up protection

v Load Auta-Protect during system boot frecammended)

Other
» Threat Categaries

Miscellaneous

Detault Al Ok || Cancel || Page Defauts

@ Morton AntiVirus Options fg|
System - -
Auto-Protect Exclusion List Wore Infa
v Auto-Protect .
Bloodhound 5
................................................ What items to exclude
Advanced
".dbs
' . * nch
Script Blocking Sspstemn volune information

F Manual Scan

Internet
¥ Ermnail

i

LivelJpdate

Other
»

ISCElaneous

Detautt Al O || Cancel || Page Defaults
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@ Morton AntiViru
System - -
dare Info
o Auto.Protect Script Blocking et e,
Bloodhound o )
................................................ HI:IIM tu Stay prn‘tec‘ted frﬂm mallc'c“s Scrlp‘ls
....... Advanced . ' '
Exclusions v Enahle Script Blocking irecommendedy
How to respond when a malicious script is found
¥ Manual Scan p pt
¢ Ask mewhatto do (recommended)
Internet = Stop all suspicious activities and do not prompt me
¥ Email
Other
» Threat Categaries
Miscellaneous
Ok || Cancel || FPage Defaults
@ Norton AntiVirus Options rg|
System
Manual Scan lalte Iy
b Auto-Protest
Script Blacking 5 ) .
What items to scan in addition to files
Bloodhaound [v Bootrecaords
Extlisions v Master boot records
Internet How to respond when a virus is found
P Email ¢ Automatically repair the infected file {recommended)

Livellpdate

Other
» Threat Categories

Miscellaneous

Default Al

i Askmewhatto do
f Trytorepairthen quarantine if unsuccessiul

Which file types to scan for viruses

fv Comprehensive file scanning recommended)

v Sranwithin compressed files

W Scan active programs and start-up files

= Scanfiles using SmartScan
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@ Norton AntiVirus Options fgl

System

™ dare Info
» Auto-Protect Bloodhound

How to protect against new and unknown viruses

I Enable Bioodhound heuristics (recommended
Exclusions " Highest level of protection

% Default level of protection (recommended)
" Lowest level of protection

Internat

Livellpdate

Other
P Threat Categories

Miscellaneous

Detault Al | Ok || Cancel || Page Defauts |

&3 Norton AntiVirus Options rg|
System B B
Exclusion List hlore nfo

4

What items to exclude
w Manual Scan

Bloodhound “austern volume infarmation

[y ..
internet [——
F Ermnail
nstantwessenger [E—
sy
Other

» Threat Categories

Miscellaneous

Detautt Al O || Cancel || Page Defaults
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A Norton AntiViru
System - -
dare Info
b Auto-Frotect Email Scannmg
Script Blocking
................................................ m-'at tﬂ scan
b Manual Scan .
IV Scanincoming Email recommendedg
Internet [~ Scanoutgoing Email frecammended)
....... Advanced | Howtorespond when avirus is found
._..!F??.‘.?F?F.’!‘.‘.‘?.??.‘?I‘E.‘?F .......... i Automatically repair the infected file (recommended)
LiveUpdate i Askmewhatto do
Other " Repair then guarantine if Unsuccessil
» i~ Repair then silently guarantine if unsuccessiul
iscellaneous * Repairthen silently delete ifunsuccessful
How to increase protection
[ Enahle Worm Blocking {recommended)
[+ Alertwhen scanning email attachments
| Ok || Cancel || FPage Defaults |
@ Morton AntiVirus Options rg|
System - -
Advanced Email Options EERSR
b Auto-Protest
Script Blacking

¥ Manual Scan

What to do when scanning Email

Internet
w Ermail

Instant Messenger

Livellpdate

Other
P Threat Categories

Miscellaneous

Default Al

v Protect againsttimeouts (recommended:

v Displaytrayicon

[Z  Dizplay progress indicatar when sending email
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@ Morton AntiVirus Options

System
» Auto-Protect

Internet

Advanced

Livellpdate

Other
P Threat Categories

Miscellaneous

Default Al

Instant Messenger biore Ino

Which instant messengers to protect
[T ACL Instant Messenger (requires wersion 4.7 or higher)
W MSH S Windows Messenger frecommended)

[T ¥ahoo! Messenger (requires version .0 ar higher)

Configure Mew Users

How to respond when a virus is found
= Autornatically repair the infected file {recommended)

" Askmewhatto do
f¥ Trytorepairthen quarantine if unsuccessiul

How to notify the source of an infected file
W Alert senderwhen an infected file is received (requires MER ¥

Windows Messenger see supported versions)

| Ok | | Cancel | | FPage Defaults

If you have AOL Instant Messenger or Yahoo Messenger, you will find them enabled
in the above screen. If that is the case, check them too.

@ Norton AntiVirus Options

System
» Auto-Protect

b Manual Scan

Internet

Instant Messenger

Other
P Threat Categories

Miscellaneous

Default Al

Automatic LiveUpdate Mors Inio

How to stay updated
v Enable automatic LivelJpdate (recommended)

How to keep your virus protection updated

[ Apply virus protection updates (recommended)
e Apply updates without interrupting me (recommended)
¢ Motify me when updates are available

How to keep Norton AntiVirus updated

[v Hotify rme of Maorton Antivirus program updates (recammendeady

How to stay protected

[~ Launch QuickScan immediately after virus protection updates are
installed {recommended)

Ok | | Cancel | | FPage Defaults
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@ Morton AntiViru

System
» Auto-Protect

b Manual Scan

Internet
¥ Email

Livellpdate

Other

Miscellaneous

Default Al

Recommended configuration for Norton AntiVirus 2005

lote Info

Threat Detection Categories

What threats to scan for

Virus threats - Frograms that can compromise the security of your system
[+ Wiruzes, warms, trojans (scanned by default)

Spyware threats - Programs that can compramise the privacy of your data
W Spyeeare
v Advware

Additional threats - Frograms that can be used with malicious intent
v Dialers

v Joke Programs

v Eemote Access

v HackTools

| Ok || Cancel || FPage Defaults |

System
b Auto-Protect

¥ Manual Scan

Internet

Livellpdate

Other
* Threat Categories

Exclusions

Miscellaneous

Default Al

blore Info

Advanced

How to respond when a threat is found

= Askmewhatto do {recommended)
t« Automatically delete the file

v Email Scanner
¢ Automatically delete the file {recommended)
i Asgkmewhatto do

[v Instant Messenger Scanner
f+ Automatically delete the file (recormmended)
" Askmewhatto do

What to do when deleting threats

v Create backupfile in Guarantine

@ Morton AntiVirus Options rg
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@ Morton AntiVirus Options

System
» Auto-Protect

lote Info

Threat Category Exclusion List

What threats to exclude

Internet
¥ Email

Other
w Threat Categories

Advanced

Miscellaneous

Default Al

...

Cancel || FPage Defaults |

@ Morton AntiVirus Options

System
b Auto-Protect

¥ Manual Scan

Internet

Livellpdate

Other

Exclusions

Default Al

X

Miscellaneous More Info
What to do when repairing files

v Create backupfile in Quarantine hefore attermpting a repair

How to keep Microsoft Office documents protected
[v Enahle Office Plug-in

What to do when virus protection is out of date

v Alert me if myviras protection is out of date

How to control access to option settings

[v Enable passwoard protection for options Change Passyword

How to protect my product

W Enahle protection for my Symantec product
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